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What is CTF Crypto?
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What is Cryptography?
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What is CTF Crypto?
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Let’ s start!

Some Useful Tools

Python3 #r K& 5, &KA1E F1&RXNET R
% 5 Cryptodk B A Fl Bp A& . K369 % Crypto
EF" gmpyZEF‘; Sympy}f‘;y Z3Er‘°

SagemathFF /R £ 5 #2444, # Fpythoniz
THE, IRREZSHFHFEL.
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Elementary Number Theory
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Elementary Number Theory
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Elementary Number Theory
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Elementary Number Theory
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¥ g = gcd(a, b), WAFAERE u,v i ua+vhb =g
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extgcd(a, b) RMEHRE ua+vb=(a, b) B u, v
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Elementary Number Theory
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Elementary Number Theory
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Elementary Number Theory
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Elementary Number Theory
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Elementary Number Theory
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Elementary Number Theory
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Elementary Number Theory
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Elementary Number Theory

IR U

Zuee

B /e B

DR P

y

FOREURE

JER

B ST
IR AR Ji
BB
eI
R

%30 : FINRREREHL X (RMARELFFHE)
T Bla, EBp ik gcd(a,p) =1, A a?~1 = 1 (mod p)
88 a, F8p, 2 a? = a (modp)

LB a,n Wi gcd(a,n) =1, A a?™ = 1 (modn)

LB a,n W gcd(a,n) =1, B4 a?*™ = 1 (mod n)
Hip A(n) = Iem(ord(g € 6))

p =3 (mod4):
p+1y?
aP? = a (mod p) = a?*! = a? (mod p) = (ia 4 ) = a (modp)
p=1(mod4):

Tonelli-Shanks &k



Elementary Number Theory
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Elementary Number Theory
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Elementary Number Theory
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Elementary Number Theory
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Elementary Number Theory
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Elementary Number Theory
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Elementary Number Theory
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Elementary Number Theory
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Elementary Number Theory
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What is RSA?
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What is RSA?

—

NIHZNE L RSA

— HPDMEREL gen() - gamEASATRERERpIq, THEAARE =D q.

IAE T H n IREBEK o) =P —-1(@—1) .

BRI EREK e EANA-MERBK. —HEK1<e<phn) U gcd(e, p(n)) =1,
RIRFEA-FRFIH d = e L (mod p(n)) »

— &R Enc() o I HBATIALIE, —A R PAT AL AR
T H c=mf (modn), F2NG c EAFXL

— RETIA Dec() e i Hm=c? (modn), 54 m AKX

%3 : TREXNRSAHKEAMGIERAFTH AR CENHT?
v d = e 1 (mod @(n))
~3dk€Zed=k-pn)+ 1

Cd — (me)d — med

v ¢ = mkem+1 = (m‘P("))k -m = m (mod n)



What is RSA?
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RHEWEIA

— M#ERIE Enc()

— fRETIL Dec()

s EPIRMEREE gen()

RSA#]££

from Crypto.Util.number import*
class my_RSA:
def gen_n(BITS):

p = getPrime(BITS)
q = getPrime(BITS)
n = p*q

return n,p,q

def encrypt(plaintext, e, n):
m = bytes_to_long(plaintext)
c = pow(m, &, n)
return c

def decrypt(p, g, e, n, c):
phi = (p - 1) * (g9 - 1)
d = inverse(e, phi)
m = pow(c, d, n)
pt = long_to_bytes(m)
return pt

plaintext=b"test_RSA"

n, p, g=my_RSA.gen_n(32)

e = ©xleeel

print("public key = ", (n, e))

HIBANTAEXREEKpAq, THEAABREn=Dp q.

SR AT AL 3, — AR R PAT AL A
it} ¢ =m® (modn), 1724 cEHEX

THnRERE o(n)=p@-1(@-1)
RIALAEA-BE 1 d = e (mod @(n)) -
HH m=c% (modn), #F2|4 m fEa1EN AT

EHEEL e EANA-MFERE, — M=K
1<e< @) AR gcd(e, p(n)) = 1.

print("c = ", my_RSA.encrypt(plaintext, e, n))
print("Your plaintext is: ", my_RSA.decrypt(p, g, e, n, my_RSA.encrypt(plaintext, e, n)))
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What is RSA?
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What is RSA?
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Big 1
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What is RSA?
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BAHER, e, WA
— MERIL Enc() ¢, =m;' (mod n,) ¢, = m,?* (mod n,)
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Attacks on RSA

HIEBEU R P REK sk factordb.com € T AR — L KK, ORI E ZLFH — kT BHH
fiEh ka9 K& &

o HAoMRHBA ML https://www.alpertron.com.ar/ECM.HTM. https://www.wolframalpha.com/
. SRRKKMZH T Ryafu: vafu (windowsA 4 TF) B4Ry — 523 345 7T £ CSDN_L #9443
o Cado-nfs: —ANBORIE ARG R I, TR T 9 MK ER AR 5Bt

« sagemath L &9 — & 2 S 4 7T LAFF Bh KA A K8, 4o factor 5 5

RSABIE B4
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Attacks on RSA

HIEBEU R

K E A W3k factordb.com € ASE— NG K, CHRBEZ LG — LT EH L
R kB K& #

o HHoMREA ML https://www.alpertron.com.ar/ECM.HTM. https://www.wolframalpha.com/
. HMRRHFHZAH T Ryafu: yafu (windowsF 4T ) EAkay—sk sz R 345 £ ECSDN_EH/N 4
« Cado-nfs: —ANRIRIG H R F I, T AR T 5 M KR A= g 5 #Od 4
 sagemath_E &9 — 2t & F T AFS Bh KAV K4k, 4o factor %

* yafuiid Starting factorization of 12772956926542139933

using pretesting plan: normal
factor(12772956926542139933)
no tune info: using qs/gnfs crossover of 95 digits

. sagemathByRZE o ok s ok ok ok o ok ok ok ok sk sk ok ok o ok e s ok e ok ok ok R R K
Fermat method found factors:
prple = 3635231081
prpl@ = 3513657493

factor(12772956926542139933)

« pythonfiRiF
Total factoring time = 0.0000 seconds

from sympy.ntheory import factorint

n = 12772956926542139933

print(factorint(n)) AT LAE R lyafuR| 2575 20/5 TN EREF3635231081#13513657493

{3513657493: 1, 3635231081: 1}

%3): WmFCIBRER - NEEIFRANEHOFR (XRFTERAAE
T yaluA BB R R S actorlog EEIFEMEG) |, PANIZTREE?
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Attacks on RSA
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Attacks on RSA
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Attacks on RSA
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Attacks on RSA

HIRBUM R — ko iR e e

W B-XHHI{IEEH B, W EARKN ZRTHIKT B,
AR A FAR N Z—A B-AE o

p — 1 Pollard’s p — 1 55ik &4 p—1 8% BF R0 TBIK
import gmpy2 a (p 1 Cl)
def pollard_pml(n, ubound): l
a=2
B =2 at(p_l) =1 (mod p) — at(p_l) —1=k- p
while B < ubound:
a = pow(a, B, n) . l 1
p = gmpy2.gcd(a - 1, n) p | ged(a'®~D —1,n)
if (p !'= 1) and (p != n): l
q=n//p Bl
return p, g p | ng(Cl T 1; n)
e p = ged(a? —1,n) ?

RSABIE B4




Attacks on RSA

HIRBUM R — ko iR e e

RSABIE B4

W B- XA EEL B, mRXRAARKNWEZRTASKXT B,
AR AFAR N £ —A~ B-L7E o
p — 1 Pollard’s p — 1 55ik &4 p—1 8% BF R0 TBIK
p + 1% William’s p + 1 Hik &4 p+ 1 89F B FROREKLBIK

SEH: T NVERR B R 2, RIS RIS TS

Jaik p — 1 6

) U M p LAFRKERT, ALAHS AR
i p + 1 e

Pollard's p — 1 algorithm - Wikipedia
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Attacks on RSA
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